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Introduction

Overview

The Neighbourhood Alert sy stem (Alert) is a secure, online, partnership-based community
messaging facility . Alert enables twenty -three UK Police Forces to work seamlessly with
other voluntary and public sector partners such as Neighbourhood Watch, the Local
Authority, Fire & Rescue Service and the Office of the Police Commissioner (OPCC) as well
as bordering Police Forces. The system provides the facility for citizens to self -register, log
in and securely update their own details, including their interests and preferred method of
communication.

Alert has been custom built on Microsoft framework including Classic ASP and ASP.net
since 2008 in close collaboration with sev eral Police Forces and Neighbourhood Watch. It is
a carefully controlled, permission led, geographically defined network of providers and end
users. A new, entirely ASP.NET v ersion is under construction and currently projected for
launch by Q2 of 2021.

The system enables integration with multiple websites (Micro-sites). Citizens can join the
database in several way s including registering via a local Micro- site, a National site (e.g.
www.ourwatch.org.uk) or a police lead county portal or can be registered from Police
handsets or standalone touch screen kiosks. Registration on any site within the Alert
network provides a user with the ability to share their information with the licenced partners
“Information providers”.

The sy stem typically delivers between 8 -11 million messages a month for ov er 3,000 police
and other administrators to ov er 865,000 registered members with a forwarding reach of
around 10 million people (Figures as of October 2020).

A feature overview can be downloaded from
www. neighbourhoodalert.co.uk/brochure

R

SN [ LEﬂJ I

@‘

Police Forces ' T
| Neighbourhood Watch
| | Giobal messag DATABASE
Trading Standards

Fire & Rescue Service
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Staff Vetting

In 2017 Nottinghamshire Police ev aluated that v etting of our staff was not required to host
the sy stem. This is mainly because VISAV Limited are joint Data Controllers for all data
stored and responsible for the saf eguarding of data managed and stored under our own
ICO registration.

All staff are trained in data management, sign our NCSC, Cy ber Essentials Plus
accredited paperwork regarding data management and protection and are av ailable for
NPPV2 vetting by any Police Force that requires it

Jon Shaw and Mike Douglas are vetted to NPPV2 (Full) by West Midlands Police and will
continue to maintain that minimum lev el of v etting.

Vetting of the abov e can be corroborated by :

Helen Thompson

Communications Manager

Corporate Communications

West Midlands Police
helen.thompson@west-midlands.pnn.police.uk
Tel: 0739 286 3228

Direct Dial: 0121 626 5858
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1. Hosting pertinent points:

1. Our own equipment is co-located within Space Data Centres, Rani Drive, Nottingham,
NG5 1RF, England. https://www.spacedatacentres.co.uk 1ISO27001 Cert No. 10250

2. VISAV run monthly external App-Check web application pen-tests on core Alert
sites and internal/external Nessus scans weekly

3. Internal v ulnerability /patch/advanced and network scanning is carried out weekly with
remediation at the Datacentre and VISAV Head Office.

4. VISAV is reqistered with the ICO No 728862537 (from Dec 2004)

5. A PASF (Police Approved Secure Facility) audit was performed on 24 April 2019
by Paul Ry an (Information Security Officer) Nottinghamshire Police at the Data
Centre and at our Head Office on 24" May 2019. The results are now accessible on
the on Police ICT Company Knowledge Hub.

6. As part of the PASF audit an I.T. Health Check (ITHC)was conducted in
September 2019 at the Datacentre with external web application pen-test by a
CREST approv ed prov ider (report is accessible on Police ICT Company Knowledge
Hub)

-

7. An external web application pen test was performed by West Midlands Police in
February 2019.

8. The hosting environment is 1ISO27001 Certificate No 10250-1SMS-001, v alid until 18
April 2022 (view here.) and 9001 ISO Certificate No 10250-QMS-001.

9. The entire sy stem has been ev aluated by our case worker at the ICO, post May
2018 to assure its current and compliance to UK GDPR and Data Protection
2018/2020 regulations.

10. VISAV Limited hav e implemented a robust network infrastructure in accordance with
NCSC GPG8 and GPG13 and hav e been audited to Cy ber Essentials Plus using
IASME accredited to its Gold standard using an external assessor, and to
1S09001:2015 & 1SO14001:2015- view our certifications here.

ACM ACM “
GDPR

CEgﬂJFSIED T 150 9001:2015 Ml;'a.&#é, 150140012015 | wyacemes

11. Information/Cy ber Security is a board lev el responsibility and collectively the whole
board is responsible forits implementation throughout the organisation as our Cy ber
Risk Assessment extends beyond IT infrastructure and into all aspects of our culture.
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The Cy ber Security portfolio rests with our Security and Infrastructure Director.

12. Technical security controls are implemented in line with NCSC GPG8 and GPG13.

To include this information in this document would elev ate the protective marking
beyond the scope.

13. Breach handling is detailed within the corporate Cy ber Risk Assessment,
Security Incident Reporting Policy and Business Continuity Plan which also
form an integral part of our document set.

pg. 7
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2. System Schematics / Hardware / Software Overview

The Neighbourhood Alert sy stem servers are in Nottingham, within a highly resilient
(1SO27001) accredited tier 3+ data centre with optimised temperature control utilising
hot/cold aisle containment, with resilient connectivity and power.

Bandwidth:

Our current system is used by twenty five plus Police forces, National Neighbourhood
Watch, several local authorities and Fire & Rescue serwvices. We facilitate 8-11 million
messages a month sent by over 3000 administrators.

Our current/daily activity utilises around 20% of our contracted bandwidth, therefore during
high demand situations (floods, snow etc), there is enough ov erhead capacity . We regularly
review our bandwidth use and can increase our contracted bandwidth when required, at any
time without impacting our sy stems. The economies of scale of the UK wide Alert sy stem
mean that we do not need to increase our licence costs as we increase this capacity .

Web Servers

We have adedicated array of servers. Additional hardware and servers can be added to the
array at any time that they are required, without impacting or interrupting existing sy stems.
All web and mail servers are monitored internally and externally to ensure that they are
operating well within operating parameters. Data storage is via SANs, comprising of SAS hot
swappable drives within the secure environment which can be expanded whenev er required.

Message delivery

The voice, text and email delivery mechanisms within the Neighbourhood Alert sy stem run
well within our operating parameters. Where sy stems are outsourced and third-party
suppliers are used for delivery, robust SLAs are in place to ensure that third party sy stems
are as reliable as the Alert sy stem. Each message delivery system can scale- up according
to short and long-term demand increases.

Save wastage at source

A key element of ten missed when considering increased message requirements is the
intelligence elements of the message sy stem itself. We prev ent a great deal of wasted
message bandwidth and cost by providing sy stems that reduce wasted messages caused
by:

e Invalid email addresses

e Dead phone numbers

e Irrelevant, unwanted message ty pes

e Duplicated messages (e.g., emailing and texting the same messages)
e Multiple accounts receiving the same message

Each outgoing message is given a priority level (1-5) which influences the capacity used to
deliver it. The following diagram and explanation illustrate the three main message delivery
methods and how they can be up scaled to manage both instant and long-term demand.
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Email servers

Email is delivered using our own dedicated fail-ov er/round robin SonicWall hardware
email endpoints. Queues, reputation and external mail serv er backlogs are monitored
and managed 24/7. During short term high demand, (emergency/floods etc) the
clustered sy stem spreads the load between the perimeter email devices.

This huge capacity, bulk email sy stem could be further enhanced by adding additional data

centres to the current cluster if required. Current use is less than 50% of our av ailable email
delivery resource and we estimate will be well within acceptable parameters for the next two
y ears but can be increased quickly if required

Text messages

Alert uses only premium UK based multi-location message centres. The infrastructure
delivers SMS using v arious preferred routes into each provider’'s network message delivery
centres. Messages are then delivered to the recipient’s handset as fast as the network’s
own systems allow.

This one-to-one messaging procedure is the quickest, most effective / reliable way to deliver
SMS messages without the delay s associated with non-premium one-to-many bulk
broadcast messaging services. Messages enter the mobile network via a robust network
with huge capacity far bey ond any level that we are projected to reach in the next five years.

Voice calls

The Alert recorded v oice call service connects directly to a highly robust digital call
distribution service. This service operates out of three independent call centres in
Manchester, Birmingham and London. During high demand or sy stem failure, queued calls
are passed to alternativ e sy stems.

The sy stem supports multiple digital connections with capacity from 24 to 500 phone lines.
The priority level and number of recipients selected for each v oice message influences the
number of lines used for distribution. These interactiv e voice response sy stemscan be
increased in capacity at any point should the demand necessitate it.

Pg. 9
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Hardware Overview Alert system
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The hosting environment, mail, text and v oice delivery hardware that canbe provisioned for
each new Force area can be allocated according to the capacity of each areaand can be
scaled up to match demand instantly if this spikes (see upscale diagram below). Im
addition, we hav e burstable internet, which will ensure addition guaranteed connectiv ity
when required. We use Next Generation Firewalls which are CAPS approv ed.

Diagram illustrating the up-scale elements throughout the Alert system

a neighbourhood
LERT, Serverand communication channel up-scale elements

Clustered Blade Server Array
Auto scales to match load

Each outgoing message is given a priority level (1-5),

HD:6:0
FOEQCEQED

3 Medium priority message

3
N

4 Medium/Low priority message

(. The Voice Call System operates out of three independent )
call server locations. During high demand or system failure
queued calls are passed to alternative mirrored systems

T Scalable Blade Server Array
Multi homed
scalable
call system
End User
(Delivery
&Reply)
\, V. \ 4

Our standard sy stem provision per Force area has the capability to manage an area three
times bigger than the average Force size and many users. For example, our largest Force
so faris the Thames Valley sy stem which runs on our standard serv er allocation with
100,000 users and 1000 administrators and is currently using less than 10% of its av ailable
resources.

We use CAPS approv ed hardware to reinforce our perimeter security utilising the latest
next generation firewall technologies
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3. Security of the system is of paramountimportance.
Copies of Cyber Essentials and Cy ber Essentials PLUS certificates

VISAV Limited

Sherwood Business Centre, 616a-618a Mansfield Road, Nottingham, Nottinghamshire, NG5 2GA

COMPLIES WITH THE REQUIREMENTS OF THE CYBER ESSENTIALS SCHEME

NAME OF ASSESSOR : Daniel Hawksworth
CERTIFICATE NUMBER : IASME-CE-007034 DATE OF CERTIFICATION : 2020-10-22
PROFILE VERSION : February 2017 RECERTIFICATION DUE : 2021-10-22

SCOPE : Whole Company

CERTIFICATION MARK CERTIFICATION BODY CYBER ESSENTIALS PARTNER
A i S ‘
/ ’r ec \/ CONSORTIUM
ceRTiFieD INFORMATION & CYBER SECURITY

PLUS

VISAV Ltd

Sherwood Business Centre, 615a - 618a Mansfield Road, Sherwood, Nottingham, Nottinghamshire, NG

COMPLIES WITH THE REQUIREMENTS OF THE CYBER ESSENTIALS PLUS SCHEME

NAME OF ASSESSOR : Danlel Hawksworth

CERTIFICATE NUMBER : IASME-CEP-001284 DATE OF CERTIFICATION : 2020-1

PROFILE VERSION : February 2017 RECERTIFICATION DUE : 20:

SCOPE : Whole Organisation

CERTIFICATION MARK CERTIFICATION BODY CYBER ESSENTIALS PARTNER
st A e S
, r>ec VR
R INFORMATION & CYBER SECURITY
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https://iasme.co.uk/iasme-governance/iasme-governance-audited/

The procurement teams of many large companies will accept the IASME Governance Audited
standard as independent confirmation of good information and cyber security practice.
This is extremely useful when trying towin tenders and renew contracts, particularly where supplier
requirements mention ISO 27001.

For example, The Government of Jersey is one organisation that has specified IASME Gov ernance
Standard within its security standards document.

IASME i

CERTIFIED
CONSORTIUM

CERTIFICATE OF ASSURANCE
AUDITED ASSESSMENT

VISAV Limited
Sherwood Business Centre, 616a-618a Mansfield Road

Nottingham,
Nottinghamshire, NG5 2GA

SCOPE : Whole Company

Y
COMPLIES WITH THE IASME GOVERNANCE STANDARD é““’“ﬂ‘lvdk
THIS CERTIFICATE IS VALID UNTIL NOVEMBER 2021 AND IS SUBJECT TO
CONTINOUS SELF ASSESSMENT AND INDEPENDENT ANNUAL REVIEW O EAGAEEILEOTT g:oE

The 14SME Consartium Limited, Registered Office:
Wyche Innovation Centre, Walwyn Road, Malvern, v
DATE: 18/11/2020  CERTIFICATE NUMBER: AI5-000691 S ! b

Worcestershire WR13 6PL

sematactory aguinct the

vy,
winat cyhes atzach

GOLD CERTIFIED -~ CERTIFIED
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4. Disaster Recovery and Backups
e A minimum of 7 database backups are made using different methods:

o The live database is duplicated in real time through sy nchronous mirroring to
a separate secure database server.

o System and database backups are taken every 30 minutes to local SAN
storage.

o Incremental Alert datais backed up daily to of fsite encry pted drives via a
secure VPN connection to Nottingham

e All components in the data centre are fully redundant; there is no single point
of failure.

e Multiple firewalls and switches with failover to ensure our perimeter services going
offline, with plans to further this into clustered servers for our next web application
\Z:

e Recovery would only be necessary if all servers of the same role are irrecov erable.
Recovery can be made to available hardware or replacement hardware (we have a
2-hour onsite contract with a major hardware provide) using backups taken from one
or multiple devices and locations.

In the extremely unlikely ev ent that the main data centre should experience a total failure
which was likely to last day s, we hav e processes in place that would enable us to switch the
sy stem within a few hours to operate, albeit at reduced speed, from a permanently ready,
redundant system hosted in our own steel encased server room in Nottingham.

pg. 12
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5. Service Level Agreement
Please referto “Schedule 3: VISAV Support Services for more information

Approved notification methods
Support tickets can be raised by :
1. Emailing support@neighbourhoodalert.co.uk at anytime
2. Incoming calls totelephone support (0115 8384630) are turned into tickets by
support staff if the matter relates to a service request.
3. Out of office diverted calls are recorded and automatically turned into support
tickets, with text reminders to the on-call engineer; All senior staff are notified
also overthe Slack Messaging Sy stem.
4. Starting an online chat request.(Out Of Hours this will be turned into support tickets)

Responsetimes

Response times are measured from the moment that y ou submit a support request via one
of the approv ed notification methods abov e which tracks all issues from initial reporting to
resolution.

VISAV is deemed to hav e responded when it has replied to the initial request. This may be in
the form of an email, chat response or telephone call, to either provide a solution or request
further information. Response times may depend on the priority of the item(s) affected and
the severity of the issue. They are shown in this table:

Issue Response

Priori : Target
severity
ty y (see Resolution
Severity .
avEs Period
section,
below)
il Urgent Mon - Sun (8.30 am— 5.30 pm) 30 Mon - Sun
minutes Response (8.30 am — 530 pm)
4hr Resolution
2 High Mon — Sun (8.30 am- 530 Mon - Sun
pm) 1hr Response (8.30 am — 530 pm)

8hr Resolution
3 Medium Mon - Fri (8.30 am— 5.30 Mon - Fri (8.30 am— 5.30

times apply during office working hears2¢818@erneasE.30pm Monday to Friday)puml@sBanielefirkieh
e, Tgwissue is Urgent or High.

4 24-hour response Next release of
Bespoke Work software /5 working
levels Requests via day resolution

e severity levels shown in tRETHES abov e are defined as follows:

Groun

. Urgent: Complete degradation — all users and critical functions
affected. service completely unav ailable.

. High: Significant degradation — large number of users or critical
functions affected.

. Medium: Limited degradation — limited number of users or functions
affected. Business processes can continue.

. Low: Small degradation — few users or one user affected. Business
processes can continue. Requests for enhancements and sy stem
enhancements which require new sof tware updates

pg. 13
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6. Website DDA compliance and W3C accessibility guidelines

Alert sites are DDA compliant and meet W3C guidelines. They provide accessibility help,
enabling computer users to make the most of the content and functionality on each site.

To help us make the sites a positive place for everyone, we use the Web Content
Accessibility Guidelines (WCAG) 2.0 (http://www.w3.ora/TR/WCAG). These guidelines
explain how to make web content more accessible for people with disabilities, and user
friendly for everyone.

The guidelines hav e three levels of accessibility (A, AAand AAA). We work to a minimum of
Level A.

Exanmle top row of an Alert site showina sone Accessibility options
Select Language -

On Alert sites you can change the size of any text on the site by clicking on the 3 A's at the
top of the screen. You can also access further explanation and support via the Accessibility
link.

These are ty pical accessibility statements:
https://www.stay intheknow.co.uk/accessibility

https://www.hampshirealert.co.uk/accessibility

As Alert sites have a content managed element so you can upload y our own content, and
message content is also published to sites when appropriate, y ou will need to ensure that
your content is accessible.

VISAV provides guidelines and training to ensure that the compliance is maintained. We
check the site with automated compliance checking software at least once every three
months and we provide a free fault reporting sy stem and phone number for end users to
report any issues.

The Alert infrastructure enables many guidelines such as use of sty le sheets to control
presentation to ensure that specialised reading software works effectively.

Our content management sy stem (CMS) enables adherence to the key DDA guidelines with
simple to use tools; these elements include tools to provide a text equiv alent to non-text
elements (e.g. “alt” or “Title” text in the image content).

CMS training reinforces these and other DDA requirements. Any items that are highlighted
that fall outside of the compliance guidelines will be rectified without charge.
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7. Web browser compatibility

We can test our sites for compatibility in over 700 web browsers (using
www. browserstack.com),
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353433323130 292827 272625242322212019
2625242322 181716
[} Windaowes e 10 6 7170 69 68 67 66 65 64 63 ) 63 62 6160 59 58 57 56 55 O 1216 12151214 12112
L | 62 61 60 59 58 57 56 55 54 54 53 52 5150 49 48 47 46

53 52 515049 48 47 46 45
4443424140393837 36
3534 333231302928 27

45444342 4140393837
363534333231302928
272625242322212019

Exanple screen shot of the selection of web browsers that each site is tested against.

We also ensure they are tested in the most secure v ersion of each major manufacturer's
supported web browser (Microsoft Edge, Apple Safari, Mozilla Firefox, Google Chrome).
There are too many browsers to list but this will provide information to a ty pical
compatibility test result for an Alert site. and ensure our SSL enabled websites use best
practice

All new sites are thoroughly tested using the sites below before being launched and
periodically afterwards

(https://wwy.ssllabs.com/ssitest/analyze.html?d=thamesvalleyalert.co.uk).
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afterwards.
The sites are designed to HTML5 guidelines and W3c compliance
All sites are subject to both internal and external v ulnerability scanning using a customised
scanning templates which hav e been provided by our security partners to ensure standards
are retained to Cy ber Essential s PLUS.
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8. Administrator Controls

A wide range of very specific and advanced permissions can be set per individual and based
on a saved criterion for a role. These permissions can be changed by top level administrators
and updated instantly across all role members.

Role based permission settings
Use the settings below to configure the permission settings for all
administrators using this "Role”

Edit
Role name: | PCSO View al airins ofthis role

Set permissions

4 Voo e e P ternd

Colour coded permissions
highlight importance and risk

Permission to send messages and
eceive intelligence / information
reports

High level permissions regarding
system preferences

Group/Watch/Interest group configuration

and access
7
7 N et e Bepmnbed et sobeme sovehre Neighbourhood Watch Scheme tools
———— access

as aCSV

}Abiliw to print or download the database

Note: The above illustration is a snapshot of the full range of advanced permissions
available. Please contact VISAV for a full live demonstration.
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Additional access control by user type and area:

Specific administration access lev els enable the close control of user data access per
administrator by ty pe of registered user. Access can be given to sections of the database
based on user’s profile, affiliations and memberships. Access can also, if required, ov er-ride
standard geographic restrictions; ty pes of specific accessto groups include:

1) Neighbourhood Watch members

2) All users based on Beat areas

3) Business data, business ty pes and user roles

4) Bespoke, configurable user sets

5) All Watch and Interest group membership

6) Restricted and/or hidden groups (victims, witnesses)

This high lev el of advanced permissions enables y ou, when required, to grant very specific
access in order to make an administrator’s use of the sy stem highly flexible and purposeful.
Youmay, forexample, have a Key Individual Network of users who are all linked to the
protection and safety of a specific resource (School, Forest area, Y outh club, Search team
etc) but the individual members live across a wide geographic area, well beyond the
administrator’s usual area of access (outside of beat, Neighbourhood or even Force area).
Using these tools, these administrators would be able to see, map, manage and
communicate with this KIN group wherev er they were geographically based.

Administrator management:

Alert enables y ou to manage lots of administrators, in some cases thousands of them, all
from one simple place. The list of administrators can be searched, and simple filters are
available so y ou can find administrators by some of the main permissions they have access
to.

Simple traffic light icons showyou who has been active on the sy stem and who is not so y ou
can order the list of administrators by activity to quickly identify those who are not using the
system.

The “Message sending mode” enables you to use this sy stem to send a message to all

administrators or specific ones based on role. This is ideal for updates, policies and
guidance messages.

Search for an administrator

- 58 2 Track Active
a 2Ze8 Admins
registerad administrator EZ&8
Use to communicate with all or [ CUTenty 235 registerad administrators
some administrators | SWih I message sendag mode P A
Administrator name s+ Area coverad av Date added av > w © o da
P— . A 2
. v %) I
> 2o
2] e
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Monitor Administrator Activity

The “Report” link against each administrator generates a
management report which highlights v arious performance
figures for that administrator ov er the last six months.

Administrator Report

Factors such as messages sent, ratings receiv ed, cost
incurred, community reach compared to potential reach and .
number of new end-users added are all included. "
These reports provide an instant comparison across ' e
administrators and an intuitive feel to how active and effectve

each administrator is being. /\

Self-Reset password

We also know that administrators can sometimes struggle with remembering passwords, so
we make that as simple as possible to reset a password securely without the requirement to
wait for an administrator to authorise it.

The password reset process is a secure, three tier sy stem requiring the administrator to
enter a memorable word before they can self-reset a password. We only allow a self-reset
request to come from a.pnn/.police.uk email domain in order to prevent bogus attempts and
denial of service attacks but allowing this lev el of self-help saves hours of delay, additional
administrator time and reduces the frustration of the administrator when they are trying to
log in.

Administrators can (as of Dec 16) request a password reset via a pin number that is sent to
their (pre-entered) mobile number by text message.

Administrator account self-request

When you are rolling out the sy stem to many administrators, we can assist by uploading a
spreadsheet of details and auto creating the accounts foryou. In some cases, though you
may prefer to simply ask new
administrators to request access to the
sy stem themselv es. This may saveyou
time in setting up the basic details and
help you identify those of ficerswho feel
they need access.

Basic details

[prease enter the detalks below to request a moblke

e et o, To enable this, we hav e the ability for

administrators with a pnn email address to
complete a simple form and request
coup (e Polceor et * access.

Sumame *

[Rank or role (Le Sgt or coordinator) *

Jvea i Not, bea name or asociation) * Y ou are notified of these applications and
can grant, decline or configure access
easily.

Jemai address *
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End user password management

All user passwords are stored within the Alert database in an encry pted format; they cannot
be viewed and changed by an administrator or even accessed by VISAV database
managers/programmers. Y ou cannot update or viewa password, if an end user has
forgotten their password, they will hav e to reset it by following a process triggered by a link
from the website or that an administrator can send by email.

To make changes to a user’s details the administrator should first log in to their account and
go to the “search for a user” page. To find the person required the administrator can search
by name, email address, telephone number, or postcode; once found, to access the
member’s details they simply click “view".

Exanple: Search for auser

Search For Members

Use this section to search for and add users.
Search for user

SO o0 felsond < _J

Search by all or part of :-First name, surname, email or mobile number or address

Your search for "rob nelsond”

AR |_J

Users name * indicates awaiting activation  User status E-mail & 1
. Rob Nelsondorsettest Resient Soumemouth of (View|Add  Domethen

Users with o are awating activafion
o ck to
Q=2 YOUR MEMBERS

A quick summary screenis then display ed which shows an overview of the member’s
information; as per the below screenshot this includes name, address and contact methods,
any of which can be changed on this screen.

Exanple screenshot of user overview screen

p— ... A

Name and contact details,
Summary details.

Mtk e ot v rcutd s okt~ e including email address can be
Account active: e
Fist name* Adoross* changed by ov erwriting the new
L. B vy n— details into the appropriate box
Nelsondorseiest | and clicking “save and close”.
Date of birth ddimmiyyyy (optional) Boumemauth

Dorset
Daytime number ** R
Evaning number pH1tag

Microsite membership
Do Alet

Other tel 1 1y
xc Business membership

Rebin Hood Limited

WMoblte = NHWN scheme membership

DrEstos291 Nt 3 member of 3 NHIWN scheme

Email ™ Verified (9910200 Group memberships 4
Other Cemmursty Contacts

Tobi@ visa cok Tiawing griss

(1fyou a0 of change an e-mal adiiess. 16 5ystem wik send s Note: T0 300 s User 10 ofe Groups In communty Contagtsy

et ation e-mal 10 the ser ) ‘enable drag & drop featire “1

% User receives all alens to ths emad address
User doss net have an e-mail address
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The “Full user editor”

This main screen provides access to all the user’s information and settings. A huge v ariety
of configuration can be performed from this section if required. Most people do not require
any configuration in this area as the standard settings are perfectly adequate and, if
desired, users can log in to their own secure admin area and configure their own settings.
This area is provided for the small number of users who require specific settings or
passwords resetting.

Exanple: Full user editor, showing update address screen.

tion Area

On this page youcan see a map showing
the location of the member’'s home
address; when the address is amended
as on the overviewpage, the map is
T = automatically updated and the pin moved
oot R —— to show the new address (as shown in the
P [t ] below screenshot).

fr— B vwaer v

If the email address is
changed, the useris

rab@visavco k - Verified (05/102/2015) automatically sent an
Fyou add or change an e-mail address, the system wil automatically send a email to the new email
wverification e-mail to the user. .. .
address with a link to
o e-mail T (user doss not have an e-mai address) click toverify the new
address.

‘Compact e-mail format : [] optimise e-mil for user with slower internet connections}

Exanple: Screenshot of other settings within the Full user editor

Alert setings administrator can access the user’s

message settings or add additional
ot s addresses for them (relativ es, work
C grouy emographic information address etc.)

Communications log Communication log

Groups | demographics : ot

They can also add or remov e the

User notes : communications log or audit trail and

remmndcies: user from groups, viewthe
P add notes against the account.
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Exanple screenshot, reset password section

Login information

b@isarco ue
User name :
Send auto login e-mail

The administrator can click the “password reset” button to trigger an email to be sent via the
sy stem to the user to enable them to answer a simple account question and then create a
new password for their account (and thereby access it).

This section currently has an additional “auto login email” which is a back-up sy stem for less
technically able users who are struggling with the set-up password process. This button
sends the user a link which, when clicked takes them straight to their account and logs them
in automatically . Each link can only be used once and should be used sparingly as it grants
access to a user’s account. It is another example of a bespoke facility that has been added
to the array of tools over the y ears to make this a practical facility for community messaging.
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Audit trail: sent messages

The Message history section shows all outgoing messages, who sent them, when, to whom
and what got deliveredffailed. The following two sub answers provide further information on
these reports.

Message history audit

The message history section continuously logs and stores all inf ormation regarding
messages sent. You can search forany message and find ev ery bit of inf ormation regarding
who it was sent to, what the message was, what it cost, when it went etc. (senders’ names
redacted)

Alert# Message sent Sent by Message Emails Voice SMS Messagecost  Message defails

355815 17/12/2020 09:26:00 395 0 o £0.00p & W

Emergency Help Guide - = ! \
Midlothian 900
Criminal damage caused to

fence panels on Yarborough 131 0 o £0.00p & N
Court in Barton upon Humber

Mole Valley Beat Bulletin
Thurs 17th Dec 2020

1226 0 L] £0.00p

Attempt burglary - Bankside
Terrace

Om;‘ers Wamning - Caravan 17998~ 0 o

Criminal Damage - Slim o s
Avenue 4 0 o <0.00p ©

.\
@'.-

y
@',

Vehicle Interference - ! \
Parkview Road 2 0 0

v
@‘4

355802

355801 1711272020 08:52:00 Vehicle Crime 12 0 o
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In addition to message sending audit reports, the sy stem records ev ery key action made by
all administrators and end users. It date/time stamps all actions and records the IP address
from which the user / administrator accessed the sy stem; this inf ormation is stored for two
years in a secure, encry pted form and can be queried by top-administrators at any time.

Exanple: Screenshot of audit trail report system
udit trail for Neighbourhood Alert

Select audit trail entries to view : -- View all entries -

— View all entries —

Filter results by

Member logins -
Filter by admin user : Member login failures B
Filter by date range : Password reminder requests — e -
(leave blank to view all) Member account updates enter dates as dd/mmiyyyy

Scheme / patrol updates

Information reports

Message setting updates 3

Skin preference updates

Admin user logins

Failed admin user logins

Admin user updates

Manual password reset

Alert messages -

Information provider updates

Group membership updates

Community contacts group updates

File uploads

News articles

Web page updates b

Exanple: Audit trail sanple showing actions and IP addresses
Entry date " site name imin name "Membername Action
101092015 Neighbourhood Mike Douglas (VISAV, Admin, Roger Hartshorn  Member details updated by admin P
16:13:00 Alert bal) 62.232.34.130
10/09/2015 Neighbourhood Mike Douglas (VISAV, Admin, Roger Hartshorn Login reminder sent from admin P
16:13:00 Alert 62.232.34.130
10/09/2015 Neighbourhood like Douglas (VISAV, Admin, NA Admin user logged in P
15:09:00 Alert 62.232.34.130
0092015 Neghoouhood ke Dougls (VISAV, Admin, WA Admnserogean T e
14:33:00 Alert Global) 62.232.34.130
10/09/2015 Neighbourhood Mike Douglas (VISAV, Admin, NA Admin user logged in P
14:28:00 Alert Global) 62.232.34.130
10/09/2015 Neighbourhood Mike Douglas (VISAV, Admin, Marie Fairweather Member details updated by admin. P
14:26:00 Alert Global) E-mail address updated from " @gmail co" o 6223234130
“——@gmail. com™

10/09/2015 Neighbourhood Mike Douglas (VISAV, Admin, Marie Fairweather Member deleted by admin (Audit trail entry) P
14:24:00 Alert bal) 62.232.34.130
10/09/2015 Neighbourhood Mike Douglas (VISAV, Admin, Marie Fairweather Member deleted by admin P
142400 pert 6223234120
10092015 Nenoouriood  Wike Dougles (VISAV, Admn,  lark Farviesther Usernote addeatosccount T
14:24:00 Alert Global) 62.232.34.130
10092015 Neighbourhood ke Dougias (VISAV, Admin,  Jayanitur Vember detals updatedbysamn. 7 e T
13:54:00 Alert Global) Postcode updated from = 62.232.34.130
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9) Data Controller Status within the Neighbourhood Alert System

The Neighbourhood Alert sy stem is a national database which is segmented into data sets
based on geographic areas and each user’s data sharing permissions. New users join the
sy stem via awide range of websites, including national partner sites (Action Fraud, NHWN)
and other optional local partners which are activated by agreement with the local Police
force. Allthe web terms are the same and clearly define the Information Provider principles
and data sharing implications.

This tested framework means that it does not matter which site a citizen joins. If a user
lives or nominates an address within the geographic area you are authorized to see and
they opt in to share their data with y ou, they join y our database.

Combination of site joined, address and data consent, places a userin a local force database
3

\ National
Sites

w8

footprint

Work Address Relative's Address Other Address Based out of area
. but with additional

address / location

Smart-phone App user sharing GPS position within patch

VISAV Data
Controller

permission setting

Police Joint Data
Controller

J
} User data sharing

Registered users can unsubscribe from any Information Provider at any time or leav e the
sy stem altogether (if they are deleted).
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Registration Process

VISAV Ltd hav e (in conjunction with the DEV Board) completely updated the registration
process to include specific and lawf ul opt-ins as below:
(f or www. neighbourhoodalert.co.uk)

Who can send you messages?

Select below the Information Providers that you want to share your data
with and receive messages from (this can be changed at any time later).

O Fire & Rescue Service * More info

O Get Safe Online More info

O Local Authority * More info

O Neighbourhood Watch * More info

O Office of the Police & Crime Commissioner * More info
O SGN (Gas Emergency Service) * More info

[ The Police * More info

O Action Fraud (NFIB) More info

* Suggested selections for a basic service.

| consent to share my data as defined above for the purposes of
receiving information in accordance with the website terms and
conditions and privacy policy. | also understand that VISAV Ltd will have
access to my information in order to manage the system and send
important system updates to me.

The “default” providers are now suggested with a red asterisk and not automatically ticked
like they were before.


http://www.neighbourhoodalert.co.uk/
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There is a new information prov ider “Membership Messages” with a description of;
‘Messages sent from the sy stem owners, VISAV, providing inf ormation about member
benefits, asking y our opinion about potential new dev elopments and advising y ou about new
Information Providers.’

The information provider option is on every site and is accessible when logged in, in order to
change/update

The list is customizable for each site

Information providers.

Only licenced Information Providers are able to send messages and you control if they are able to see your
details or not. This is a list of all the available information Providers in your area and you will only receive
messages from and be visible to the ones you select here.

Available information providers

Below are the currently available information providers for you to receive information from. You will only
receive information from the information providers you have selected.

[ Fire & Rescue Service (More information)

The Fire & Rescue Service contributes towards creating a safe and secure community within your
county. The organisation strives to inform the people and heip prevent fire and road related deaths and
injuries.

[ Get safe Online (More information)

Get Safe Online is the UK's leading source of unbiased, factual and easy-to-understand information on
online safety.

[ Local Authority (More information)

Local authority messages may include a range of subjects including weather related resilience, scam
alerts, rogue trader alerts and emergency warnings.

O Neighbourhood Watch (More information)
Neighbourhood Watch trained and licensed administrators (MSAs) assist to keep members details

updated, introduce people to schemes and i send ges about Neig! Watch
business.
[ office of the Police & Crime Commissioner (More information)

PCCs need to communicate with you to check if your policing needs are being met as effectively as
possible. They give you a voice at the highest level and make sure their police answer for their actions
and decisions. See here for more information.

[ sGN (Gas Emergency Service) (More information)

We are the gas emergency service, and we use Alert to provide real time information to our customers in
emergencies. The messages SGN will be sending out on Alert will be purely advisory and be extremely
useful to Alert users who choose to receive them.

[ ne Poiice (More information)

The Police means your local Police force and a limited number of personnel from other Police Forces in
the UK. They send crime updates, safety advice and requests for information.

& [ Action Fraud (NFIB) (More information)

Action Fraud Alert is provided by the National Fraud Intelligence Bureau (NFIB) by the City of London
Police. They send current scam and fraud notifications with advice on how to stay safe.
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Adherence to the obligations of Data Protection
An overviewregarding how they are cov ered within the neighbourhood Alert Sy stem.

The UK GDPR sets out seven key principles:

Lawf ulness, fairness, and transparency
Purpose limitation

Data minimisation

Accuracy

Storage limitation

Integrity and confidentiality (security)
Accountability

These principles lie at the heart of our approach to processing personal data within
Neighbourhood Alert (Alert) as follows:

Lawfulness, fairness, and transparency

(a) processed lawfully, fairly and in a transparent manner in relation to individuals
(lawfulness, fairness and transparency’);

All members whose data is stored on Alert hav e usually followed a process to add
themselv es (whether on PC or similar device, mobile phone or “kiosk”), in which case
they must read and accept the terms and conditions of being on the sy stem and
being visible to and receive messages from their selected Information Provider/s;
these terms and conditions inform the member of how their data is processed and
stored and how they can be remov ed from the sy stem if they choose to do so.

The members’ data can also be added by administrators of the sy stem to whom they
hav e given the relev ant inf ormation, whether that is by completing a form with their
data, on a mobile device held by the administrator or by giving the information
verbally tothe administrator to input on adevice.

All forms of signup state the means of data control and the sy stem provider’'s and
Information Prov ider’s responsibilities to the member and their data. If amember is
added by someone else (friend, volunteer, Police officer etc) then the terms and
conditions are emailed to the member before the process can be completed. If the
new member does not click a confirmation link in the introduction email their

temporary record will be deleted entirely from the sy stem within 30 days.

All members are reminded periodically that they are on the sy stem, who can see their
information and how they can unsubscribe.

Members canlog in to a free, secure account at any time and unsubscribe.
They can click a link included on any email message and unsubscribe immediately
without the need to log in. They can also contact the support desk on

support@neighbourhoodalert.co.uk with a simple request to unsubscribe or reply to

any Alert text message with the word STOP and their account will be deleted.


mailto:support@neighbourhoodalert.co.uk
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Purposelimitation

(b)collected for specified, explicit and legitimate purposes and not further processed ina
manner thatis incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall
not be considered to be inconpatible with the initial purposes (‘purpose limtation’);

Members joining the Neighbourhood Alert sy stem are provided with a list of simple,
clear concise terms which require agreement bef ore registration on all sites. E.g.,
https://member-registration.neighbourhoodalert.co.uk/85/Join

Member’s data is only held for the purpose of them being contacted by one or other
of the Information Providers they have chosen to receive messages from.

Their data cannot be seen by or used to send messages by any Information Provider
that they hav e not specifically agreed can send them messages.

VISAV maintain a support ticketing sy stem which ensures all incoming
communication from members is dealt with promptly and we can identify and
escalate priority issues such as miss or inappropriate use of the sy stem swiftly.
Members are encouraged and reminded to contact our support desk if they ever
receive a communication that feels inappropriate to the purpose with which they
joined the sy stem.

All licenced Clients are reminded of the purpose with which they can use the sy stem
periodically .

Data minimisation

(c)adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);

The details recorded by Alert only include information necessary in order to facilitate
communication, understand information about a member so messages and support
can be relevant to them.

The data collected comprises of basic contact information, demographic details (age,
religion, gender etc) and community interest, participation and experience details
(Shop Watch, Neighbourhood Watch, First Aid skills etc). This information is
gathered from the member during registration and afterwards through a series of
relevant surveys.

The datais used to ensure that relevant safety information can be sent and a profile
of who is or is not registered can be created in order to ensure underrepresented
communities are given the opportunity to have a voice on the sy stem.

Accuracy

(d)accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’);

When an email address is given at signup the first message receiv ed from the systemis an
email containing a link for the recipient to click to verify we hav e the correct email address
from them; if the link is not clicked the member is flagged as having an unv erified email


https://member-registration.neighbourhoodalert.co.uk/85/Join
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address, giving the opportunity for administrators to resend the v erification email or contact
the member to check the email address’s v alidity . If the email address is incorrect it can
easily be changed.
In order to ensure that members continue to receive messages tailored to their
location and interests it is important that their data remains accurate. If any of their
data changes members can update it at any time, either by logging in to their
member admin area, or simply by clicking the “change settings” button which appears
at the foot of every email message they are sent.

Members can also request changes be made by an administrator by emailing or
calling the support team or by using the “reply” facility, in response to an email, voice
call or text message they hav e been sent. Regular surv ey facilities enable a member
to update their account information and keep it accurate simply by answering
questions placed within Alert emails. Automatic, periodic notifications remind
members about their current details and who they are sharing their details with, they
also enable instant, simple updates to be made to these settings.

The memberis alway s in control of the data held for them and can change it at any
time. VISAV monitor sample outgoing messages and ensure that they remain
relevant to the purpose defined in our terms and conditions and are within the
expectations of members.

VISAV survey all members at least once within two y ears to ensure that they are
receiving a service within their expectations. Any anomalies reported are
inv estigated and the inf ormation providers informed.

Storage Limitation

(e)kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes subject to
implementation of the appropriate technical and organisational measures required by the UK
GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);

All Alert data is regularly managed and cleansed as required. Nonresponsive data is
remov ed, and various processes followed to ensure data that is no longer required is
remov ed and deleted in a secure manner as per our data deletion policy .

Groups and community information is reviewed annually and unused group
membership which forms profile information is remov ed.

Deleted data includes members that hav e unsubscribed, died, moved away from a
geographical area we support or data that our processes hav e identified is no longer
activ e (dead phone numbers and inactive email addresses etc).

Integrity and confidentiality (security)

(f)processed in amanner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’).
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We hav e implemented a robust network infrastructure in accordance with NCSC
GPG8 and GPG13 and are audited to Cy ber Essentials Plus, ISO 9001 and IASME
Gold standards. The system is hosted in a PASF accredited Data Centre operating
to 1SO27001 audited processes.

Information/Cy ber Security is a board lev el responsibility and collectively the whole
board is responsible forits implementation throughout the organisation as our Cy ber
Risk Assessment extends beyond IT infrastructure and into all aspects of our culture.
The Cy ber Security portfolio rests with our Security and Infrastructure Director.

Datais keptin AES2048 Bit encry pted format when in use and at rest, whilst in transit
it uses the highest encry ption the browser supports, with a minimum of TLS 1.2

Technical security controls are implemented in line with NCSC GPG8 and GPG13
and a full set of RMADS will be provided as part of the contractual process
Breach handling is detailed within the corporate Cy ber Risk Assessment and
Business Continuity Plan

Accountability

“The Controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1”

It should be noted that VISAV cannot use the sy stem for any commercial,
promotional means without the written permission of the local force Data Controller.
VISAV is specifically prohibited within the licence agreement from communicating
with any member of the database for any reason other than sy stem updates and
support, service disruption notifications and to periodically remind users who they are
sharing their data with.

We derive no income from adv ertising and could and nev er would seek to generate
any revenue from selling or making member data av ailable. Our business model is
licenced services to public authority and privacy and security of datais our core
belief.

VISAV is the national Data Controller for the Global Data within the sy stem and as
such we accept fully those responsibilities outlined in the abov e core principles and
hav e fully matured policies that gov ern this, including Data Protection/Deletion
Policies and Subject Access Request Procedure which are checked annually during
our ISO audits.

Also, we hav e achieved the IASME Gold standard which incorporates UK GDPR
compliance

GDPR

CERTIFIED -~
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How VISAV Ltd Implement the NCSC Cloud Security Principles

As aseller of cloud services, we are responsible for understandingy our information
assurance and security requirements and for assessing how well the suppliers that
are chosen can meet them. The NCSC Cloud Security Principles are one of the key
tools that help undertake that assessment.

NCSC hav e released a document entitled Inplementing the Cloud Security Principles
which describes a set of 14 cloud security principles and how they can be
implemented.

This following summarises how we implement each of the principles and,
where/if appropriate, how we can help you to implement them withiny our
own systems.

Data in transit protection

Principle: Consumer data transiting networks should be adequately protected against
tampering and eavesdropping via a conbination of network protection and
encryption.

Data in transit and during registration is encry pted to the highest level allowed by the
browser using TLS to a minimum of TLS1.2. The network is protected by CAPS approv ed
hardware. We have implemented a robust network infrastructure in accordance with
NCSC GPG8 and GPG13

Asset protection and resilience

Principle: Consumer data, and the assets storing or processing it, should be
protected against physical tampering, loss, damage or seizure.

a. Physical resilience & av ailability

Our data centre in Nottingham, which hosts our primary platforms, has a power,
cooling and cross connect infrastructure built to the standards of a Tier Ill + data
centre (99.99% av ailability over arolling 12month period).

VISAV Ltd services are operated solely within UK jurisdiction. All datais held exclusively in
the UK.

We are Cyber Essentials PLUS certified and use appropriate management
infrastructure, network connectivity, staff security clearances and processes to deliver
our services in line with the NCSC Good Practice Guides, DETER protective
monitoring and the DPA principles.

Our delivery infrastructure is hosted in our data centre at Space Data Centre in
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Nottingham and our secondary (disaster recov ery) siteis in our Offices in
Nottingham.
Access by VISAV staffis role based at permission lev el required and logged

b. Data Centre security

Our Nottingham Data Centre is certified to 1ISO27001:2013 and is used to host most
of our services. The data centre operates lay ered phy sical security controls and
24/7 manned intrusion detection and monitoring.

Our Disaster Recovery (DR) site, which is also used to store of f-site backups of
customer data, is based in Nottingham and is owned and operated by VISAV Ltd
and has CCTV surveillance with access to VISAV Ltd servers limited to
appropriate VISAV Ltd staff.

c. Data atrestprotection

Phy sical access to media and storage devices is restricted to VISAV Ltd staff.
Data is encly pted, including both data at rest and during on- boarding and off-
boarding to AES 256bit

d. Data Sanitisation

VISAV Ltd has a robust customer of f-boarding process, cov ering phy sical kit,
virtual machines, networking configurations and all other aspects of our phy sical or
virtual estate.

All customer data is securely destroy ed as part of the of f-boarding process

As part of our off-boarding process, existing backups of customer data are usually
deleted in line with the agreed data-retention period, howev er they can be deleted
earlier on customer request.

e. Equipment disposal

Our hardware decommissioning process ensures that all decommissioned storage media,
with data contained is permanently destroyedas required by (NCSC’s) HMG Infosec Standard No. 5

f. Physical resilience & av ailability

Our data centre in Nottingham, which hosts our primary platforms, has a power,
cooling and cross connect infrastructure built to the standards of a Tier Il + data
centre (99.99% av ailability over arolling 12month period).

Our Disaster Recovery service allows for the failov er of Managed Infrastructure
customer services to our secondary site in the event of a major failure at our
primary data centre. This service provides an RPO of 2 hours and an RTO of 24
hours
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Separation betweenusers

Principle: Separation should exist between different consumers of the service to
prevent one malicious or conpromised consumer from affecting the service or data of
another.

Front end servers are separated by geographical portals of police forces.

The data will be separated from other sy stems using “air-gapped” network
infrastructure in line with the former level of IL3 to enable our defence in depth
ideology .

Specific administration lev els hav e been created to enable separate levels of access
to data using both geographical and company /force hierarchy

Governance framework

Principle: The service provider should have a security governance framework
that coordinates and directs their overall approach to the management of the
service and information within it.

Our services and wider business operations hav e the appropriate management
infrastructure, network connectivity, staff security clearances and processes to
deliver our services in line with the Cabinet Office Security Policy Framework
(SPF) baseline control set at the ‘DETER’ segment.

VISAV Ltd.’s Board of Directors has delegated direct responsibility for the overall
security of VISAV Ltd.’s services to our Security and Infrastructure Director. Risk
management for our services is managed using our formally documented Cy ber
Essentials PLUS accredited processes through daily /weekly /monthly checks each
service. Technical compliance checks and protective monitoring at DETER are in
place

Operational Security

Principle: The service provider should have processes and procedures in place
to ensure the operational security of the service.

a. Configuration and change management

We hav e arobust and mature change process that is fully integrated
throughout all areas of the business asset change lifecy cle and that is
independently validated as part of Cyber Essentials PLUS

Our Configuration Management File Structure is the central information
repository for technical data about all VISAV Ltd configuration items.
Change and configuration management activities conducted by VISAV
Ltd include:

i. Logging and scheduling of service requests received via
the customer change authority .
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i. Impact and risk analy sis of proposed changes in liaison
with relevant 3rd parties, including change approv al,
security review and regressionplanning.

iii. Maintenance of alog of changes; asummary of relevant
changes is provided to customers if requested

The perimeter security appliances provide network lay er anti-malware
protection at a CPU lev el which extracts unknown malware entering the
network. Anti-Spam, Anti Bot and URL filtering are also are enabled. Our
security devices produce reports on a scheduled basis but can be called up
on torun areport at any time.

b.  Vulnerability management

As part of our centralised patch management and monitoring process, VISAV
Ltd ensures that operating sy stem patches and enhancements are assessed
and applied to our management and customer infrastructure in a regular,
timely manner with the minimum impact to service. As part of this, we apply
routine patch management through automated patch schedules deploy ed to
low impact environments as per our policy

We maintain our situational awareness of new and emerging threats through
engagement with vendors (Dell, Microsoft, Juniper, Sonicwall) CertUK,
Membership of the CiSP and other specialist groups.

We hav e adopted a proportionate and prioritised v ulnerability
management approach based on sev erity , exposure and compensating
controls.

Enterprise grade malware protection is deploy ed on all devices and is scheduled to
scan daily, network security scanningis run to check for patching and security
issues using Nessus

C. Protective monitoring

We run protective monitoring against all platforms (cov ering all the management
and customer infrastructure

Our Managed Protective Monitoring service uses a dedicated individual to
provide the setup, configuration and ongoing operation of log monitoring, event
analy sis and automated alerting in line with NCSC’s Good Practice Guide

no.13 (GPG-13). All relevant logs are collected, analy sed, reported on and
archiv ed appropriately .

Any issues identified through protective monitoring are fed into our incident
management process.

The perimeter security appliances provide network lay er anti-malware protection
ata CPU level which extracts unknown malware entering the network. Anti-Spam,
Anti Bot and URL filtering are also are enabled. Our security devices produce
reports on a scheduled basis but can be called up on to run a report at any time

d. Incident management
We operate a well-defined and established ITIL incident management process to log,

assign and diagnose incidents based upon urgency and impact (sev erity/extent) and
to restore service operation as quickly as possible with the minimum disruption, in
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line with the agreed hours of service and target Incident recovery service level.

Incident management is carried out by VISAV Ltd Information Security team, whose
duties include:

e Incident detection and recording — including agreement of Incident
priority and logging on incident ticketing sy stem

e Diagnostics, investigation and incident assignment — incident
assessment and referral of issues to the relev ant resolution team

e Incident recovery —VM reboot or the restoration from backup media of
a VM configuration or the implementation of afix, in line with change
management procedures and in conjunction with the customer and
relevant 3rd parties

e Call update and escalation — with respect to the target incident recovery sewice

level.
e Critical incident review and monthly security eventreviews.

Any incident that runs the risk of jeopardising the integrity of our services is
investigated and reported to the VISAV Ltd Information Security team and the
appropriate authorities. The first responder principles are applied at the point an
incident is detected by VISAV Ltd

Incidents will be managed using VISAV Ltd.’s Information Security Management
process and a chain of custody maintained for all evidence collected and preserv ed.
VISAV Ltd will use the services of a professional forensic inv estigation company , as
necessary .

Incidents will be reviewed by the Security Working Group to identify trends and
agree any remediation identified, as necessary.

Personnel security

Principle: Service provider staff should be subject to personnel security screening
and security education for their role.

VISAV Ltd staff who hav e privileged roles with respect to customers' inf ormation
security are vetted to NPPV Level2 by West Midlands Police, any additional v etting
is welcomed if required

All VISAV Ltd staff are covered by our disciplinary procedure and staff who have
privileged roles with respect to customers' information security are required to sign
our and work in accordance with our Administrator Access Rights Policy v 1.0.

VISAV Ltd staff receive training and awareness about their security responsibilities.
Secure development

Principle: Services should be designed and developed to identify and mtigate threats
to their security.

VISAV Ltd services are maintained and dev eloped in accordance NCSC GPG8 and
GPG13 and OWASP Top 10 Vulnerabilities which consider evolving and emerging
threats by our Product Dev elopers. Our dev elopment is done in-house following

dev elopment guidelines. All code is developed in an IDE and is held in our version
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control sy stems. Internal testers are responsible for the routine testing of sy stems
and robust release management practices are in place.

Supply chain security

Principle: The service provider should ensure that its supply chain satisfactorily
supports all the security principles that the service claims to inplement.

VISAV Ltd is not shared or accessible by third parties

All supplies and deliv eries are maintained by VISAV and advised from NCSC
consultants; all suppliers are subjected annually to the VISAV Ltd Information
Security Policy and Supplier Matrix where a minimum of Cy ber Essentials is required.

Secure user management

Principle: Consumers should be provided with the tools required to help them
securely manage their service.

e. Authentication of consumers to management interfaces and within
Supportchannels

Depending on which services have been purchased, customers may be given
access to our platforms' management user interfaces, our platforms' APIs and/or a
service desk.

Our platforms' management interfaces are accessed via a web interface. Our
service/help desk is av ailable by a web interface, telephone and email.

Customer access to the management interfaces is only provided as role based
and is protected using TLS at the highest lev el the browser supports.

Although access to our service desk is available via both telephone and email, all
calls requiring privileged action must be initiated using the web interface Customer
passwords are not seen or required by the helpdesk, as they can help to reset using
the required process as detailed in our help centre

Access to our platforms’ APIs is protected using TLS at the highest lev el the
browser supports

In all cases, we enforce appropriate password complexity rules.

f. Separation and access control within managementinterfaces
Our platforms' management interfaces use role-based access control and limit functionality
to specific user accounts. These roles can be used by customers (and by VISAV Ltd) to tailor
functionality to classes of user.
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Identity and authentication

Principle: Access to all service interfaces (for consumers and providers) should be
constrained to authenticated and authorised individuals.

Named user accounts are set up prior to any customer service being made live, with secure
information being exchanged out of band.

All access to our platforms' management user interfaces, our platforms' APIs and our service
desk is subsequently restricted to that limited set of named accounts.

Access to the platforms’ management interfaces is protected using usernames and
passwords and can choose their own passwords which are required to be 8 digits
alphanumeric

Our protective monitoring service provides alerts and reporting about logins and failed logins.

We have measures in place to deter brute force attacks

Multi-f actor authentication is currently is on our dev elopment roadmap

External interface protection

Principle: All external or less trusted interfaces of the service should be identified
and have appropriate protections to defend against attacks through them

Weekly external v ulnerability scan are perf ormed and issues remedied where required.
We are implementing policies/processes within 1ISO 27001 framework. We

hav e performed an independent CREST accredited ITHC (results on Police

ICT Company Knowledge Hub)

All our cloud services are protected at the network edge by carrier-class next
generation firewalls.(CAPS Approv ed)

Secure service administration

Principle: The methods used by the service provider’s admnistrators to
manage the operational service should be designed to mitigate any risk of
exploitation that could undermine the security of the service.

Our service is underpinned by logically separated management and customer
infrastructure. This infrastructure is managed directly from devices which are
also used for normal business use (with access controlled as outlined in our
responses to principles 9 and 10) and accessed via dedicated VPN and
endpoints.

A fullITHC in August 2019 by an independent security company who are CREST
providers was performed.

Our Enhanced Segregation service option has also been subjected toa NCSC
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design review. If CHECK accreditation is required, that can also be accommodated in
the future.

Audit information provision for users

Principle: Consumers should be provided with the audit records they need to nmonitor
access to their service and the data held within it.

We do not currently provide audit information to customers as a standard part of our
service infrastructure, we only providereal time audit information on usage of their
own portal for administrativ e and data protection purposes

Secure use of the service

Principle: Consumers have certain responsibilities when using a cloud service for
this use to remain secure, and for their data to be adequately protected.

We work extensively with government and third sector organisations, where
information security is a primary concern. Security is theref ore a key priority across
all our operations, ranging from our datacentre, network and cloud infrastructures
to our managed services and application dev elopment capability .

We hav e a well-established Service and Security Operations framework. and
recommended practice in relevant NCSC Good Practice Guides (GPG-13, GPG-
20 and GPG-35).

The key elements of our framework include:

Service support and deliv ery : consideration of incident management, change and
release management; av ailability management and IT service continuity
management

Security Operations: Vulnerability and operation risk assessments. Business
Impact Analy sis and control; implementations. Sy stem access controls and
security incident management procedures. Protective monitoring services to
DETER Level, including appropriate event log (SIEM) and incident recording,
review, analy sis, and action regarding threats.
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